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PREFACE

This Information Systens Security Program Qui de has been prepared for
Information Systens Security Oficers (1SSO to assist in the inplenentation
of an Information System Security (ISS) Program for your activity. The
purpose of this guide is to ensure that autonmated information systens are
properly accredited per AR 380-19, Information Systenms Security, 1 August
1990.

For additional assistance or questions concerning accreditation of
automated i nformati on systens, contact your Installation Systens Security
Manager (1 SSM .
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SECURI TY ACCREDI TATI ON

1. Purpose: Research and interpretation of the applicable security
regul ati ons, publications, and other guidance involved in accreditation of
aut omat ed resources can be time consuming and often confusing. This docunent
is intended to assist activities in the devel opnent of the docunmentation and
the inplenentati on of an information systems security program The basic
directive is AR 380-19 which should be followed along with the AMC Suppl enment
to AR 380-19 and exanples contained in this guide. Due to the vast

di fferences between accrediting a nmainframe conputer systemthat processes
classified sensitive data, a snall standal one conputer perform ng basic

admi ni strative functions, or a series of conputers |linked together to forma
| ocal area network, the information contained herein is intended to serve as a
gui de for systens security accreditation

2. Accreditation Docunentation Cl assification: Wen an accreditation
docunent is conpiled, it describes in detail the vulnerabilities, risks,
systens design, and the physical |ayout of the system Because of this,
consi derati on nust be given to classifying the docunentation at a | eve
commensurate with the classification of threats and vulnerabilities
identified. As a mnimm the docunentation will be protected as "FOR
OFFI CI AL USE ONLY." (See AR 25-55, exenption categories 2 and 5.)

3. Accreditation Overview Accreditation results fromthe process

wher eby information pertaining to the security of an Arny Automated
Information System (AI'S) is collected, analyzed, and submtted for approval
Accreditation is the Designated Accreditation Authority's (D M) fornma
declaration that an AIS or network is approved to operate: in a particular
security node; with a ninimal prescribed set of technical and nontechnica
security safeguards; against a defined threat; in a properly secured area; in
a given operational environnent; under stated short and |long-termgoals; wth
stated interconnections to other AIS or networks; and at an acceptable | eve
of risk for which the accrediting authority has fornally assuned
responsibility. The exanple in appendix Ais directed toward m croprocessors
operating at the US-1 or US-2 level. Activities that have | arge systens or
systens approved for classified processing may nodi fy the exanple in appendi x
A to reflect those additional requirenents identified in AR 380-19. The DAAs
for systens operated by AMC personnel at the various levels of classification
are identified in the AMC Suppl enent to AR 380-19. Additionally, several
accreditation docunments "using the generic approach" have been devel oped and
approved by AMC Headquarters. These docunents nmay be used as a basis for an
accreditati on docunment. They cover a variety of equi pnment configurations to
i ncl ude personal conputer systens, multiuser systens, and word processing
syst ens.

4. Appointnents: For each AIS or group of AIS, there will be an

Informati on System Security O ficer (1SSO appointed by the comander or
manager of the activity operating the AIS. The same | SSO nmay be appointed for
multiple AIS, particularly in the environnent of small conputers, |ocal area
networ ks, or small systens that are oriented toward the functional user as the
operator. A list of the duties and responsibilities of the I1SSOis provided
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at appendi x B. For each identified network, there will be a Network Security
Oficer (NSO appointed who will inplenent the |I'SS program for the network
within his or her purview. A list of the duties and responsibilities of the
NSO i s provided at appendix C. For each ternminal or contiguous group of

term nal s not under the direct control of an ISSO or NSO there will be a
Term nal Area Security Oficer (TASO appointed. A list of duties and
responsibilities of the TASO is provided at appendix D. The dut ies and
responsibilities do not address every possible situation; therefore, when
unusual conditions arise, contact the | SSM for additional guidance.

5. Physical Security: A balanced Al'S security program nust include

a firm physical security foundation. The objectives are to safeguard
personnel, prevent unauthorized access to equipnent, facilities, material
nedi a, and docunents; safeguard agai nst espi onage, sabotage, damage, and
theft; and reduce the exposure to threats which could cause a denial of
service or unauthorized alteration of data. Physical security requirements
are outlined in section IV, AR 380-19 (US-1 and US-2), appendix H, AR 380-5
(classified systems), and paragraph 2-8, AR 190-13 (nission essential or

vul nerabl e areas). Data processing activities that are designated as m ssion
essential/ vulnerable areas will be inspected every 18 nonths for classified
sensitive systens and biennially for US-I and US-2 systens. These inspections
wi || be conducted by physical security inspectors. Al other systens will
recei ve physical security support fromthe ISSM This policy in not intended
to reduce the inmportance of physical security in any way. The enphasis for
the smaller systenms (mcroconmputers and |ocal area networks) is being directed
toward adequate procedures and security awareness in lieu of costly
construction neasures. Each activity will be advised of the applicable policy
during the accreditation process. In either case, the activity will be
visited by the | SSM and physical security neasures will be discussed and
recomendati ons made to correct deficiencies.

6. Comuni cations Security: Cdassified infornation will be

transmtted only by secure neans. Only NSA endorsed COVBEC products will be
used to encrypt classified information. Protection of unclassified sensitive
information during transmission will be consistent with the risk of

di scl osure, loss, msuse, alteration, destruction, or nonavailability.
Protection requirenents for US-I and US-2 systens are addressed in paragraph
4-3, AR 380-19.

7. Password Control: System passwords are critical to the security

of a system Their purpose is to identify users entering the systemfroma
renote device. The |ISSO oversees generation, issuance, and control of al
passwords. All passwords should be generated by random generator software and
nust not be obtained fromcomonly used words or phrases. Know edge of

i ndi vi dual passwords will be linited to a m ni num nunber of persons and
passwords will not be shared. Passwords nust be generated with, as a nini mum
five character strings using the 35 al phabetic-nuneric characters, or six
character strings using only al phabetic characters. Password generation and
control is outlined in paragraph 2-15, AR 380-19.
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8. Privately-owned Conputers: Per paragraph 5-4, AR 25-1, the use
of enpl oyee-owned conputers and software to process Government-rel ated work at
the work site is discouraged. However, the | SSM may approve or di sapprove the

use of enpl oyee-owned conputers to performwork at the work site. |If
approved, a Menorandum of Agreement will be executed between the owner of the
conputer and the ISSM If only uncl assified, nonsensitive information will be

processed on the conmputer, formal accreditation is not required.

9. Use of Laptop Conputers for Of-site Processing: Laptop

conputers may be taken off the Government work site to process Arny-rel ated
work. The accreditation nmust address all aspects of security and nust
specifically indicate the approved processing |ocations (in general terns such
as work site, residence, tenporary duty (TDY) location, etc.), any authorized
connectivity (US-2 systenms only), and the extent to which processing of

uncl assified sensitive data is pernitted. More guidance may be found in

par agraph 2-27f, AMC Suppl emrent to AR 380-19.

10. Proprietary Software: Unless authorized by the copyright owner,

the Arny may only copy proprietary software for limted purposes (such as an
archival copy) under the provisions of Section 117 of Title 17 United States
Code. Unaut hori zed reproduction of copyrighted software viol ates Federal Law
and policy established by AR 27-60.3
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The proponent of this panphlet is the US. Arny Mteri el

Command. Users are invited to send coments and
suggestions for inprovenment on DA Form 2028 (Reconmended
Changes to Publications and Bl ank Fornms) to the Commander,
HQ AMC, ATTN. AMCM -C, 5001 Ei senhower Avenue,

Al exandria, VA 22333-0001.

FOR THE COMVANDER:

OFFI CI AL: W LLI AM B. McGRATH
Maj or CGeneral , USA
Chi ef of Staff

THOVAS H. DOLAN
Chi ef , Operations and Support
Di vi si on

DISTRIBUTION: Initial Distr H(60) 1 ea HQ Acty/staff ofc
B LEAD (3, 814)

AMXDO- OP (St ockroom (100)

AMCM - C (100)

AMXLX- LM (100)

Commander
AMCCOM ( AMBMC- SI) (75)
AVSCOM ( AMBAV- O (20)
CECOM ( AMSEL-SI) (75)
DESCOM ( AMSDS- SI') (75)
LABCOM (AMSLC-M ) (20)
M COM ( AMSM - Sl - SE) (200)
TACOM ( AMSTA- SC) (20)
TECOM (AMSTE-1S-1) (200)
TROSCOM ( AMSTR-Y) (20)

C, SSA (AMXPX) (25)

Dir, SIMA (AMXSI-TRC) (20)

AMCI M CE (10)

AMCPE- SH ( 100)
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APPENDI X A
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AR 380-19 Information Systens Security, 1 August 1990

(O AR 380-19-1 Control of Conprom sing Enanations (U)
4 Septenber 1990

AMC Suppl 1 to AR 380-19, 4 January 1991
AMC Suppl 1 to AR 380-19-1, 4 January 1991
FI PS PUB 31 Federal Information Processing Standards

Publ i cati on, Guidelines for Automatic Data
Processi ng Physical Security and Ri sk Managenent

TB 18-108 Arnmy Autonmation Continuity of Qperations Plan
1 Novenber 1985
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1. Basic SystemInformation and Identification

a. System Nane or Title. List mcroconputers by CPU and quantity. An
exanpl e woul d be Zenith-248 (35ea).

b. System Category. Systens covered provi de general automated information
system (Al'S) support.

c. Type Accreditation. This in an operational accreditation covering
m croconputers throughout (list activity). |1t does not apply to conputers
operated by the Information Systens Conmand or to privatel y-owned conputers

d. System Status. These systens are operational

e. System Overview. These systens are used prinmarily for office
adm nistration. They may al so be used for specific purposes such as data base
admini stration, inventory managenent, financial managenent, software
devel opnent, testing programs, conputer-aided instruction, and receiving or
transmitting data to other systens. These systens may process any variety of
i nfornmation, provided the protection |evel does not exceed US-I or US-2. |If
| apt op computers are to be taken off the work site; indicate the approved
processing |l ocations (in general terns such as "residence," "TDY |l ocations,"
and so forth), any authorized connectivity, and the extent to which processing
of uncl assified-sensitive data is permtted.

f. System Environment and Special Considerations. Users nust protect the
systens from m suse, abuse, unauthorized access, and theft. Users are also
responsi ble for properly protecting their data. Describe |ocation(s) of
systenms and |ist special considerations.

g. Information System Security O ficer Appointnment. As a nmininmumthere
will be an 1SSO and alternate | SSO appoi nted for each activity. Additiona
appoi nt nents such as for each building, division, or branch within an activity
is optional. Appointment orders will be attached to this accreditation as an
enclosure. See Tab A for sanple format.

h. Systemldentification. Paragraph |a above describes systens covered by
this accreditation. Each activity will attach a Facility Security Profile
(FSP) (listing specific equipment serial nunmbers and all installed software)
to this accreditation. The FSP nust indicate the processing |evel (US-1 or
US-2). See Tab B for sanple of format.

i. Near and Long-Term Goals. Users nmay determnm ne what applications are
performed and will ensure all processing is acconplished in the best interest
of the Governnent. These systens will be used only for official Governnent
busi ness. Systens nmay be used to access other unclassified sensitive systens
provided the security and connection requirenents of the host systemare net.
(See appendix C, (C1), AR 380-19 for |large systens.)

2. Sensitivity, Protection Requirenents, Security Mde, and M ni num
Trusted d ass.



AMC- P 380-4

a. Sensitivity Designation--

(1) Us-1: Unclassified information requiring protection fromforeign
intelligence services to ensure confidentiality and which invol ves:
intelligence activities, cryptologic activities related to national security;
command and control of forces; is contained in systens that are an integra
part of a weapon or weapon systens; or is contained in systens that are
critical to the direct fulfillnent of military or intelligence mssions. US-I
information is exenpt fromthe Conputer Security Act of 1987.

(2) UsS-2: Unclassified infornmation requiring protection primarily to
ensure its availability or integrity. Included is information requiring
protection fromforeign intelligence services or other unauthorized personne
to ensure confidentiality. Such information nmay deal with | ogistics, nedical
personnel nanagenment, Privacy Act data, contractual data, and FOR OFFI Cl AL USE
ONLY information. COher information that is sensitive in nature, such as
certain categories of financial data, that does not require protection to
ensure its confidentiality, is also included. The Conputer Security Act
applies to US-2 data.

b. Protection Requirements. These systens require protection to ensure
integrity, availability, and confidentiality. O primary concern to US-I
users is confidentiality. The primary concern of US-2 users is data
availability. Paragraph 4 details protection requirenents for both |evels.

c. Security Mdde of Operation. ldentify node as either Dedicated or
Systens Hi gh.

d. Mnimm Trusted Cass. Although not formally rated, the security
features should strive to neet the C Class as defined in DOD 5200. 28- STD.
Thi s means users are accountable for their actions on the systens. Access
control policy will be addressed in the SOP. Users will participate in
periodi c conputer security training. Training will identify all threats
vul nerabilities, and risks associated with the systens. It will also discuss
nmedi a handl i ng and storage, access controls, and emergency plans.

3. Risk Managenent Revi ew.
a. Unauthorized disclosure of data.

(1) Risk. Personnel use their conmputers to create correspondence,
reports, etc., which may require protection under the Privacy Act of 1974.

(2) Risk Assessnent. The risk fromthis threat is |ow since al
Gover nment enpl oyees undergo initial screening before enploynent. Al users,
t hough they may not have a security clearance, will have a mninumof a
Nati onal Agency Check or an Entrance National Agency Check before permanent
enploynent with the Governnent. Additionally, users are subject to ongoing
revi ew by supervisors and Al S security personnel. This risk is acceptable.

b. Unaut horized mani pul ati on of data.

(1) Risk. This threat comes fromboth authorized users (either
intentional or through errors) and from hostile agents.

B-3
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(2) Risk Assessnent. The risk fromthis threat is | ow because of the
limted access to other users' data. Users are instructed to protect their
data fromthose individuals who do not have a need to know. Additionally, the
standi ng operating procedures (SOP) will instruct users to store backup copies
of their data on renovable nedia, further restricting unauthorized access.
This risk is acceptable.

c. Unauthorized system use.
(1) Risk. Unauthorized users may gain access to internally-stored data.

(2) Risk Assessnent. The risk fromthis threat is lowif software is
stored on renpvabl e nmedi a, and noderate when stored on fixed nedia.
Procedural controls nust ensure only authorized users nay use the systens.
This risk is acceptable.

d. Denial of service.

(1) Risk. If a conputer fails due to hardware, software, or power
probl ems, operations will be degraded. This threat could come fromnatural or
manmade di sasters or hostile action

(2) Risk Assessnent. The risk fromthis threat is noderate. Al systens
are susceptible to this threat because of the variety of possible causes.
USAMC activities will have mai ntenance contracts in place to ensure tinely
correction of problens caused by hardware, software, or comunications
failure. Users will be trained in energency procedures in case of a natura
or manmade di saster. Procedural controls nust be in place to restrict any
mani pul ati on by hostile agents. This risk is acceptable.

e. FElectrical danage.

(1) Risk. Power surges can damage systens and render internally stored
i nfornmati on permanently inaccessible. Static electricity, caused by |ow
hum dity and/or |ack of groundi ng devices, can al so danage these systens.

(2) Risk Assessnent. The risk fromthis threat is low. The disruption
of processing is usually limted to a few hours. This delay is acceptable.
To reduce the possibility of disruption, all systens will be connected to a
surge protector and groundi ng devices to bleed away static electricity.

Antistatic sprays, carpets, pads, or hum difiers can also help. Instruct
personnel to discharge any built-up static charge by touching a grounded
obj ect, such as a metal desk or doorknob. This risk is acceptable.

f. Ar pollution.

(1) Risk. The general cleanliness of the processing area affects
contam nant levels. Disk drives are especially sensitive to airborne
particl es.

(2) Risk Assessnent. The risk fromthis threat is noderate. Though it
is not generally necessary to install special purpose air purifiers in

B- 4
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processing areas, elimnating contam nants such as snoke, dust, and tobacco
ash hel ps protect systenms. Keep airborne contam nants as far away as possible
fromthese systens. The SOP will address this problemand instruct users on
backup procedures. This risk is acceptable.

g. Heat and humidity.

(1) Risk. Tenperatures over 90 degrees Fahrenheit can cause the systens
to fail. Excess humidity can cause condensation on circuit boards or nagnetic
nedia. Fires or sinple lack of air conditioning can cause these problens.

(2) Risk Assessnent. The risk fromthese threats is low Air
condi tioning solves nost of the problem This risk is acceptable.

h. Unaut hori zed physi cal access.

(1) Risk. These systenms may be in areas where different |evels of
processing are pernitted. They may al so be in open bays, high traffic areas,
and remote areas with little traffic. Physical security varies w dely,
dependi ng on the organi zation's m ssion

(2) Risk Assessnent. The risk fromthis threat is low. Mst users are
i n buildings where access is controlled by personnel occupying the buil dings.
Those i ndi vi dual s whose equi pnent is in uncontrolled areas nust be instructed
on procedures to follow when confronted by unfamliar personnel. This risk is
accept abl e.

i. Water danmmge

(1) Risk. Sone systens may be | ocated near water pipes and sprinkler
syst ens.

(2) Risk Assessnent. The risk from broken pipes or nal functioning
sprinklers is low. Generally, buildings are |ocated on relatively high ground
and are not located in any flood plain area. Excess equi pnent should not be
stored in such a manner to nake it vulnerable to flood damage. During periods
of high flood risk, equipnent can be noved to upper floors, placed on top of
tall furniture, or covered by waterproof material. These risks are
accept abl e.

j. Natural disasters.

(1) Risk. Fire and excess heat can cause damage very quickly. Fl oods
(because of contamination with dirt, oil, or chem cals) can conpletely destroy
equi pnment. Hurricanes and tornadoes are also potential threats. Earthquakes
are a threat for two reasons. First, they can cause structural danmage or
col l apse of the facility housing the equipnent. Second are the nore w despread
effects on the conmunity (disruption of transportation, food supplies, and
other vital services) which can result in users not being able to report for
wor k.

(2) Risk Assessnent. The risk fromthis threat is noderate. Systens
nmust be | ocated as far as possible fromopen flanmes or other heat sources. 1In

B-5
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addition, users will be famliar with [ocal procedures in case of fire. Fire
protection equipment will be installed per local fire codes. Mst facilities
provi de adequate storm protection. The probable result of stornms is

di sruption of service. The threat of earthquake is based upon the Seismc

Ri sk Map of the United States as shown in FIPS PUB 31. These risks are
accept abl e.

k. Oher environnental considerations.

(1) Risk. Food and drink spillage can damage conputers and nagnetic
nmedi a.

(2) Risk Assessnent. The risk fromthis threat |largely depends on the
i ndividual user. It is highly recormended that users not be allowed to eat,
drink, or snmoke near conputer equipnent. The SOP will discuss the hazards of
eating, drinking, and snoking near conputer equiprment. This risk is
accept abl e.

4. Inplenentation of Controls and Counterneasures.

a. Physical Security. Adequate physical security controls should be in
pl ace through the use of barriers, procedures (outlined in the SOP) and access
controls which reduce the probability of unauthorized access to an acceptabl e
| evel . Physical security barriers include restricted area signs, end of day
security checks, door and wi ndow | ocks, access rosters, location of term nals
in controlled access areas, and security of restricted areas during nonduty
hour s.

b. Personnel Security. Al users should have conpleted a favorable
Nat i onal Agency Check or an Entrance National Agency Check. Supervisors are
responsi bl e for maintaining control over their personnel. Al users wll
recei ve periodic briefings on conputer security policy and procedures.

c. Comuni cations Security. These systens nmay be used to access other
conputers. The host systemdictates security procedures in such cases.
Connection to unclassified sensitive systenms may be nmade fromoff site
locations. US-1 systens require protection in transm ssion unless waived in
witing by the local accreditation authority on a case-by-case basis. Use
techni ques approved by the National Security Agency or National Institute of
St andards and Technol ogy.

d. Hardware Security. This type of security is usually not present in
m croconputers. Procedural security can counter hardware vul nerabilities.

e. Software Security. Users will run only software specifically devel oped
or approved for use, or which has been purchased or |eased by authorized U S
Governnent representatives. Use of public domain, shareware, or other
privatel y-owned software, regardl ess of source, is prohibited unless approved
by the activity 1SSO  The FSP will list the software used on each system
(i ncluding operating systen) by nanme and version nunber. Control all software
to prevent unauthorized changes. Enforce copyright Iaws. Do not neke
addi ti onal copies (other than backup copies) unless permitted by the |icense
agr eenent .

B-6
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f. Procedural Security. Al activities will have an Information Systens
Security Oficer (1SSO appointed in witing. Appoint Network Security
Oficers and Terminal Area Security Oficers as necessary. Procedura
security features that ensure the protection of data being processed
i ncl ude -

(1) Marking and protection of all nedia and output covered by the
Privacy Act of 1974, or which qualifies for "FOR OFFI Cl AL USE ONLY"
protection.

(2) Cear delineation of |1SSO duties.
(3) Periodic user training

(4) Use of SOP

(5) Periodic risk nanagenment review

g. Continuity of Operations Plan. Perform backups periodically (at |east
once a week) and store them separately fromthe original nedia. |n case of
i noperability, a user should be able to use another systemin the genera
area. |If another |ike systemis not available, the user may revert to manual
net hods to conplete his tasks. NOTE: Continuity of Operations Plan for |arge
systens is addressed in TB 18- 108.

5. Certification Test. Not applicable for m croconputers.

Activities which have |arge conputer systens nust conplete a certification
test under a certification plan to determi ne whether the system adequately
neets its prescribed security requirenments. Certification test requirenents
are addressed in paragraph 3-4, AR 380-19.

6. Facility Information. The Facility Security Profile (FSP) found
at Tab B describes all hardware and software. Additional requirenents for
| arge conputer systens are addressed in appendix C, (C6), AR 380-19.

7. Network Considerations. For systens being accredited as a

separate AlIS in the interconnected Accredited AIS (1 AA) view, indicate the
network DAA (if identifiable), and describe the conditions under which
connection to the | AA has been approved. For Single Trusted System (STS) view
networks, this section should address the network's capability to provide
conmuni cations integrity, protection against denial of service, and conprom se
protection. (See paragraph 2-23c, AR 380-19.)

8. Attachnents.
TAB A - | SSO appoi ntnment orders (NSO and TASO orders, if required)
TAB B - Facility Security Profile

TAB C - Local Al'S SOP
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TAB A
APPO NTMENT CORDERS EXAMPLE
(OFFI CE SYMBOL) (380-19a) DATE
MEMORANDUM FCOR SEE DI STRI BUTI ON
SUBJECT: Duty Appoi nt ment

1. The follow ng naned individual is appointed as Information System Security
Oficer (1SSO for (ACTIVITY):

( NAME) ( GRADE)

2. Authority: Paragraph 1-6d(3), AR 380-19.
3. Period: Indefinite.

4. Special Instructions: None

5. This appoi ntnment supersedes all previous appoi nt nent orders.

SI GNATURE BLOCK OF ACTI VI TY HEAD



5.

6.
t hat

AMC- P 380-4

TAB B
FACI LI TY SECURI TY PRCFI LE EXAMPLE
I ndi cate the organi zati onal nanme and office synbol.
Identify the | SSO s name and tel ephone number.
Identify the building and room nunber where the equi pnent is | ocated.
Indicate sensitivity |evel of processing (e.g., unclassified-sensitive 2).
Li st equi pnent type, manufacturer, nodel nunber, and serial nunber.

Identify all operations and applications software; to include software
i s government-owned or |eased, shareware, freeware, and software obtained

t hrough the public domain.
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TAB C
STANDI NG OPERATI NG PROCEDURE EXAMPLE
1. Purpose. The purpose of this Standing Operating Procedure (SOP) is--

a. To establish policies, procedures and doctrine pertaining to
m croprocessors and USI or US2 data contained therein.

b. To provide general and technical information and gui dance for the daily
operation of microprocessors and the handling of USl1L or US2 data.

2. Ceneral. The (list activity) will utilize these m croprocessors to
process general, as well as, specific data relating to typical (list activity)
functions and nissions. At no tine will any of this data consist of
classified information.

3. Applicability. This SOP is applicable to all (list activity) personnel
Should a conflict arise between this SOP and AR 380-19, regul atory gui dance
provided in AR 380-19 will always be given priority.

4. Qperational Control. Operational control will be at the foll ow ng
hi erar chi cal ranking:

a. Directorate level. The Directorate Information Systens Security
Oficer (1SSO maintains operational control functioning on behalf of the
Director, (list activity). Duties and responsibilities are outlined in
par agraph 1-6d(3a-n), AR 380-19.

b. Division level (if appropriate). The Terninal Area Security Oficers
(TASGs) mmintain operational control for their division on a routine, daily
basi s functioning on behalf of the Division Chief.

5. Procedures.

a. Al conputer users will be aware of all Directorate AI'S security
procedures and will report to their supervisor any suspected abuse or
vi ol ati on of these procedures.

b. The systemw |l always be "brought up" by first plugging in the
station protector into a proper wall outlet. Next flip the "on" switch which
is a part of the station protector. This will "bring up" the entire system
and any attached peripherals. |If any problemis encountered during this
process, notify the ISSO i nmedi ately.

c. Access to microconputers will be linted to designated user(s) within a
particul ar division, or further restricted as directed by each division chief.
An official list of any and all personnel authorized access to mcroprocessors
will be posted in plain view of, or attached to, the nonitor of each machi ne.

d. No user will nake any unauthorized copy of a data file or files
contai ning Privacy Act information, and/or proprietary software files.

e. No user will knowi ngly allow Privacy Act information to be conprom sed.
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f. Users will take care to arrange the physical |ayout of work stations
and nonitors as to prevent unauthorized view ng by personnel visiting the
(list activity) during duty hours. Personnel not assigned to (list activity)
shoul d not be allowed to wander freely through any buildings. Division Chiefs
will establish policies to ensure that visitor access is controlled during the
noon hour and at other times when the majority of assigned personnel are
temporarily absent.

g. At the end of each user session, the user will power down and unpl ug
the systemif no further systemusage is antici pated.

6. Physical Security. Due to the relatively small size of mnicroconputers and
their portability, they are highly vulnerable to theft. It is inperative that
t hese systens have adequate physical security when office areas are
unoccupi ed, especially during nonduty hours. A good key control policy nust
be in place at all tinmes to ensure maxi nrum protection is provided these

syst ens.

7. Muai nt enance.

a. Mintenance: The (list activity) nmaintenance coordi nator (nanme of
i ndividual) and/or 1SSOw Il be notified inmmediately if there are any probl ens
wi t h hardware or software.

(1) Hardware. Al hardware problens will be repaired by Director of
I nformati on Managenent technicians. The Information Center (list point of
contact (POC) and phone nunber) will be contacted for assistance.

(2) Software. Diskettes, diskette files, paper, ribbon, ink, etc., wll
be procured through the activities supply and servi ces account.

(a) Software Diskettes. These are precision recording nmedia and can be
easi |y damaged. The follow ng procedures on diskette use nust be enforced:

1. Keep diskettes in sleeves or holders when not in use.

2. Keep diskettes away from magnetic fields.

3. Do not touch the exposed areas on the diskettes.

4. Keep away from sun, extreme heat and col d.

5. Do not wite on diskette or |abel using a hard pen/pencil.
6. Store vertically to avoid pressure to the sides.

Do not expose to dust, snoke, or ashes.

8. Protect fromtheft; secure properly.
(b) Backup Diskettes. A backup copy is reconmended from each

production program and data file diskette. |If this diskette has to be used,
anot her backup shoul d be created before use. The paper copies and backup
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di skettes will be mmintained per the Mddern Arny Recordkeepi ng System ( MARKS)
and stored in a different location than the originals in case of fire or other
di saster under the Continuity of Operations Plan

8. Training. Several options are available for AIS training. An initial
security training and awareness briefing for AlS managers and users will be
conducted by the 1SSO Training outside (list activity) is conducted
periodically on a wide variety of AlS subjects and will be available to
personnel who are performi ng |ISSO functions.

9. Security. A balanced AIS security program rmust include a firm physica
security foundation. The objectives are to--

a. Safeguard personnel

b. Prevent unauthorized access to equipnent, facilities, material, and
docunent s.

c. Safeguard agai nst espi onage, sabotage, damage, and theft.

d. Reduce the exposure to threats which could result in a disruption or
deni al of service.

10. Privately-owned Conputers. Per paragraph 5-4, AR 25-1, the use of

enpl oyee- owned conputers and software to process Governnent-rel ated work at
the work site is discouraged. However, the activity head, as appropriate, nmay
approve or disapprove the use of enpl oyee-owned conputers to performwork at
the work site after technical review and approval by the ISSM |f approved,
the systemwi ||l be accredited under a separate accreditation plan.

11. Use of Laptop Conputers for Off-site Processing. Laptop conputers may be
taken off the Governnment work site to process Arny-related work. The
accreditation nust address all aspects of security and nust specifically

i ndi cate the approved processing |locations (in general ternms such as work
site, residence, TDY location, and so forth), any authorized connectivity
(US-2 systenms only), and the extent to which processing of unclassified-
sensitive data is permtted

12. Proprietary Software. Unless authorized by the copyright owner, the Arny
may only copy proprietary software for limted purposes (such as an archiva
copy) under the provisions of Section 117 of Title 17, United States Code.
Unaut hori zed reproduction of copyrighted software viol ates Federal Law and
policy established by AR 27-60.

13. Environnental Hazards. Snoke, dust, and other contaninants can easily
danmage nany conponents of a typical small conputer. Measures to reduce

envi ronnent al hazards include: Kkeeping areas in which conmputers are |ocated
clean; not permtting eating, drinking, or smoking in the i nedi ate area of
the conputers; and keeping the computers away from open w ndows, direct
sunlight, radiators, and heating vents.
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APPENDI X C

DUTI ES AND RESPONSI Bl LI TI ES OF THE | SSO
(Paragraph 1-6d(3), AR 380-19)

For each AI'S or group of AIS, there will be an |SSO appointed by the
conmander or manager of the activity operating the AIS. The | SSO
will --

a. Ensure systens are operated and mai ntai ned per AR 380-19.

b. Ensure users have the required personnel security clearance,
aut hori zations, and need-to-know. Include all users, operators, and nanagers
associated with the systemin the security training and awareness program

c. Conduct threat and vulnerability assessnents to enabl e the commander or
manager to properly assess risks and determine effective neasures to mninize
such ri sks.

d. Prepare, distribute, and nmaintain plans, instructions, guidance, and
SOP concerning the security of system operations.

e. Report inmmediately to the facility manager and | SSM any attenpt to gain
unaut hori zed access to information, any system failure, or suspected defect
whi ch could |l ead to unauthorized discl osure.

f. Review and evaluate the security inpact of system changes, including
interfaces with other tel ecommunications and aut onated i nformati on systens
(TAI'S)

g. Report security incidents and technical vulnerabilities to the |ISSM per
this regul ati on and AR 380-5.

h. Prepare or oversee the preparation of the accreditati on docunmentation
and initiate reaccreditati on when changes affecting security have occurred.

i. Establish a system for issuing, protecting, and changi ng system
passwor ds.

j. Oversee the review of systemaudit trails and investigate di screpancies
t hor oughl y.

k. Maintain access control records and establish an access control policy
in which only authorized personnel can gain access to the system

. Ensure that a TASO is appointed for each terminal or contiguous group
of terminals that are not under the direct control of the |SSO
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APPENDI X D

DUTI ES AND RESPONSI Bl LI TI ES OF THE NSO
(Paragraph 1-6d(4), AR 380-19)

For each identified network, there will be an NSO appoi nted who will
i mpl enent the I SS program for the networks within his or her purview The NSO

will --

a. Ensure that security procedures and protocols governing network
operations are devel oped and issued.

b. Ensure that neasures and procedures used at network nodes fully support
the security integrity of the network and conply with applicable directives.

c. Establish a procedure to control access and connectivity to the
net wor k.

d. Prepare, dissem nate, and naintain plans, instructions, guidance, and
SOPs concerning security of the network.

e. Conduct reviews of threats to, and vulnerabilities in the network.

f. Report imrediately to the manager of the network any systemfailure
whi ch could |l ead to unauthorized disclosure or attenpts to gain unauthorized
access to sensitive defense information

g. Review and evaluate the security inpact of changes to the network,
including interface with other networks.

h. Coordinate and nonitor periodic security indoctrination and training
sessions for assigned personnel

i. Ensure that audit trails and other system managenent reports are
revi ewed and used for internal security audits or testing.
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APPENDI X E

DUTI ES AND RESPONSI BI LI TI ES OF THE TASO
(Paragraph 1-6d(5), AR 380-19)

1. For each terminal or contiguous group of terminals not under the direct
control of an ISSO or NSO, there will be a TASO appoi nted. The TASO wi | |
performthe followi ng duties as required by the |1SSO or NSO

a. Issue witten instructions specifying security requirenents and
operati ng procedures.

b. Establish each terminal user's identity, need-to-know, |evel of
cl earance, and access authorizati on conmensurate with data avail able fromthat
term nal

c. Establish procedures to restrict entry of unauthorized transactions or
dat a.

d. Mnitor local conpliance with security procedures.
e. Assist the host system |SSO in providing systemsecurity.

f. Report actual or suspected security violations or incidents to the host
system | SSO

2. Responsibilities of a Term nal User:
a. WII adhere to the security requirenments for use and protection of
renote term nals, individual passwords, site identification codes and data

transmitted to and fromthe host system

b. WII handle all input/output comensurate with the ternminal's |evel of
sensitivity.

c. WII sign-off the term nal when the operation is conplete.

d. WII not disclose or transfer systementry features (i.e., phone
nunbers, site identifications (1Ds), user |IDs, personal passwords, perishable
passwords, and data base passwords) from one user to another

e. WII not attenpt to transmit and/or extract classified data via an
unsecured renote device.

f. WII not create or use files which contain data el enents not required
for processing official requirenments.

g. WII report ternminal problenms to the TASO for resolution

h. WII| obtain access approval from TASO prior to using a term nal other
than the term nal (s) authorized for use.
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3. TASO Checkli st:

a. |Is the distribution of phone nunbers, site IDs, and passwords to
aut hori zed users properly controlled?

b. Does the TASO conduct periodic training in regard to the existing
regul ati ons and procedures governing the proper usage of the terminal and sign
on procedure?

c. Does the TASO have a listing of personnel who are authorized to access
the term nal (s) and what type outputs they nmay obtain?

d. Are the termnal (s) positioned in such a manner to prevent view ng of
entry data by unauthorized personnel ?

e. |Is there a procedure for reporting term nal problens?

f. 1s there a procedure for reporting security violations?

g. Is there a roster of authorized users posted?

h. 1Is there a procedure for the user to foll ow when extracting or

transmitting classified data on the termnal ?

i. Does the user know his/her TASO and whomto contact when probl ens
occur?

j. Are users safeguarding their password and other systementry features?

k. Are terminals disconnected fromthe host if they are |eft unattended
for a specific period of tine?

I. Are renovabl e storage nedia properly stored?

m Does the TASO periodically check the terninal output products to ensure
valid use of the systenf

n. Do the users conply with proper sign on/off procedures?

0. Are instructions specifying security requirenents and operating
procedures issued for each termnal ?

NOTE: Additional itenms can be added to this list to neet the specific needs
of your term nal area.
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APPENDI X F
SECURI TY PROCEDURES FCR DATA DI SKETTES

1. Diskettes containing sensitive Privacy Act data will be marked "FOR
OFFI Gl AL USE ONLY - Privacy Act Data." Both the |abel on the diskette and its
protective jacket will be appropriately marked.

2. Diskettes containing classified data will be handl ed and narked per AR
380-5. Both the | abel on the diskette and its protective jacket will be
appropriately marked.

3. Diskettes will be kept in their protective jacket and stored in the
appropriate container according to the sensitivity of the data stored on them
to prevent unauthorized access, damage, nodification, or destruction

4. |If diskettes beconme defective and are to be destroyed, the nedia should
al so be reformatted, reinitialized, or degaussed before bei ng shredded or
pl aced in a container for destruction

5. Note that "deleting" or "killing" a file does not renbve the data
contained in that file fromthe diskette. Therefore, diskettes containing
sensitive information nust be refornmatted, reinitialized, or degaussed prior
to reuse.

6. Backup copies of sensitive data should always be mai ntai ned and stored
away fromwork areas. Backup copies of sensitive data nmust be protected in
the sane manner as the original data.

7. Diskettes will not be renpbved fromthe organi zati on without witten
approval fromthe | SSQO

8. On nultiuser systens, each user should naintain his/her own diskettes.
Those data files nmaintained on the hard di sk should be wite-protected to
avoi d damage or destruction by other users.

9. As an item of government property, diskettes are subject to
i nspection/exam nation for the presence of unauthorized data or software.

10. Diskettes and the files contained therein should be marked and | abel ed
per the Modern Armmy Record Keeping System
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APPENDI X G
PROTECTI ON PROCEDURES FOR DATA DI SKETTES

Di skettes nust be protected when renoved fromtheir protective jackets. The
foll owi ng actions nust be avoided in order to properly protect diskettes:

a. Do not place diskettes on termnals, in books, or under equipnent. Do
not toss a diskette loosely in a drawer.

b. Avoid placing diskettes near any magnetic source such as tel ephones,
radi os, tape recorders, or speakers of any kind.

c. Diskettes scratch easily. Do not touch exposed areas or try to w pe
t hem cl ean.

d. Keep diskettes out of direct sunlight and away from extrene heat or
col d.

e. Do not wite directly on a diskette with a ball point pen, |ead pencil
or other hard witing instrunent. Instead, use a felt tip pen and a | abel

f. Diskettes should be stored vertically in their jackets in either
di skette storage trays or boxes to avoid pressure to the sides.

g. Diskettes containing sensitive information should not be |eft
unattended in personnel conputers or word processors.

h. Diskettes will not be exposed to cigarette snoke, ashes, or liquids of
any ki nd.



